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Monitoring of Employee Computer & Email 
Usage under U.S. Law

In contrast to other countries, particularly EU countries like Germany, employee email 
and computer usage monitoring is a fairly common and accepted practice among U.S. 
corporations, and U.S. employees generally have very limited privacy rights in data 
accessed or created through corporate-owned hardware and software. In general, 
employee computer use monitoring raises few privacy or criminal concerns and is legally 
acceptable in the U.S.. While the more prudent and defensible practice is to notify the 
employee of such monitoring in advance (and advise as to the absence of proprietary or 
privacy rights in data created or transmitted on corporate systems), U.S. courts do not 
require pre-notification and it is not (with few exceptions) statutorily required. Nonetheless, 
many U.S. companies that monitor their employees’ computer and email usage advise 
their employees of this policy, and require acknowledgement of written policies disclosing 
both this general practice and the employees’ general surrender of proprietary and privacy 
rights in data they create and/or use on corporate computer systems.
 Corporations install commercially available computer usage monitoring platforms for 
various reasons, including to allow for expedited forensic investigation across computer 
and server systems, to monitor employees’ computer data usage and data creation 
(including email use) for compliance purposes, to facilitate criminal investigations, and to 
collect electronic discovery in civil litigation. 
 While the U.S. has laws designed to protect private data (primarily personally 
identifiable information) from disclosure, it does not have highly restrictive data protection 
laws like EU Directive 95/46/EC, the German Federal Data Protection Act, or the U.K.’s 
Data Protection Act of 1998. U.S. law generally permits private sector employers to 
legally monitor their employees’ use of any computer systems provided and owned by the 
company, both on notice to the employee and surreptitiously. U.S. law is being interpreted 
(and modified in some respects) quite rapidly, so it is important to monitor state and 
federal legislation for any changes.
 When evaluating the propriety of employee monitoring, U.S. courts balance the 
employer’s right to protect corporate intellectual property from theft, prevent the release 
of sensitive or proprietary data, and monitor unauthorized employee activity, against the 
employee’s general rights to conduct some limited private activities at work. Corporations 
also argue that they have a legitimate interest in minimizing their vicarious responsibility 
for their employees’ tortious or criminal conduct. In fact, U.S. courts have held that 
companies are potentially liable for the clearly unauthorized computer usage of its 
employees. See Blakely v. Continental Airlines, 751 A.2d 4538 (N.J. 2000); Jane Doe 
v. XYC Corp., 382 N.J. Super. 122 (App Div. 2006). 
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Currently, employee manuals and written policy documents concerning employee 
monitoring, privacy rights, and data access/ownership are the primary source of 
guidance regarding employee privacy rights, so they are the primary focus of U.S. 
courts in evaluating the appropriateness of employee monitoring. Many electronic 
communications policies, electronic systems policies, computer usage policies, 
employment agreements, and similar documents include provisions describing limited 
employee privacy rights. These provisions typically explain that all data created, 
received and sent by employees using company systems, whether for business or 
personal use, is the employer’s property and is subject to company monitoring. Many 
policies expressly state that employees should not have any expectation of privacy in 
data created on or transmitted through company systems, including personal emails 
accounts. Companies commonly require their employees to acknowledge receipt, 
review, and understanding of the policy.
 While a few U.S. courts have supported employee claims of a reasonable expectation 
of privacy in information created on or sent through company systems, particularly where 
the company’s policy was poorly worded, ineffectively disseminated, or otherwise not 
effectively enforced (see, e.g., Curto v. Medical World Comms., 2006 WL 1318387 
(E.D.N.Y. 2006) and Stengart v. Loving Care Agency, Inc., 201 N.J. 300 (2010)), these 
decisions are currently the exception. 
 Overall, German and other foreign corporations doing business in the U.S., as well 
as their U.S. subsidiaries, should be aware of and account for the significantly different 
view of U.S. employee privacy rights and understand the extent to which U.S. laws and 
courts permit monitoring of employee computer usage and limitations on employee 
privacy rights.
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